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There are two kinds of companies. 
Those that have been hacked, and 
those that have been hacked but 
don’t know it yet.

U.S. House Intelligence Committee Chair
Mike Rogers 

(2012)



The Price of Tea? ...a Fortune



Who is looking at your Fortune?

• Nation-States

• Organized Crime & Hackers

• Hacktivists 

• Insider Threats



Case Study 1
We Welcome Our New Executive Director
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Case Study 1: New Executive Director

• Multiple People Targeted

• Staff Trained To Recognize

• Steps To Contain



Whaling / Spear Phishing Attack
• Customized for your organization

• Contains ‘insider information’ to gain trust

• Targeted to a specific audience

• May leverage stolen-credentials 

Whaling Attack

• Aimed at wealthy, powerful, prominent (C-Suite)

• Urgency / Time Sensitive messages





U.S. Impact of Whaling

$5 Billion

Kaley Ramsay, “Clark Builders identified as company targeted in $11.8M 
MacEwan University phishing scam,” Global News, 01 September 2017. 
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Case Study: Protect Your Credentials!



Our Experience
• > 1.5 Million User Accounts
• 1 User Credential Stole, with Elevated Privileges

• NOT Our Employee

• >800 Records Accessed by an Unauthorized Individual
• Data accessed, not ‘sole’



Breach Level Impact



Our Response
• 26 State Notifications
• 960 Individual Notifications
• Dedicated Call Center
• 2-Year Paid Credit Monitoring / Restitution Service
• 2, Under 18 = No Statute Of Limitation



FOIA
• Notification Letter Public
• Event Now Public



Multi Factor Authentication 
Biometric Authentication

No Password

Balance security 
with usability.



Monetary Value of a Credential

• Stolen Healthcare 
Credential, $10

• 10-20 X a Credit Card 
Number

Lawyers in the Twilight Zone: Ethics, Privileges, and Duties for Lawyers in Compliance Roles (2015 Compliance Institute W17)
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• Who is the target?

• You may be a vector

Case Study 3: Design. Prepare. Attack!



Case Study 3: Design. Prepare. Attack!

• Know Your Numbers

• Leverage AI & ML Alerts

• Rapid Response Plan



Cybersecurity is not just 
a technical issue, it’s a 
business imperative.

-Gen. Gregory Touhill
Federal Chief Information Security Officer 

of the United States



Global Issue



Add a Slide Title - 3

Source: IBM X-Force Threat Intelligence Index 2018



Cyber Risk Management

• Cyber should be incorporated throughout the 
business in a holisticway

• Cyber risk exposure should be shared in a 
quantifiable dollar amount

• Cyber Response Plan

Yesterday Today



Cyber Breach. Now What?
Minutes Make A Difference



Identify & Isolate – Stop The Bleed

• Rapid Internal Reporting

• Isolate The Attack

• Protect Your Data

• Capture Forensic Details



Client Privilege – Protect Your Organization

"The overriding principle of using privilege is 
straightforward:
protect your organization’s investigation and 
breach response efforts from usage by third parties 
or regulatory agencies in litigation arising from a 
breach."

https://www.law.com/2018/08/08/protecting-privilege-before-and-after-a-cyber-
breach/?slreturn=20180908215038



Client Privilege – Protect Your Organization

Cyber 
Attack

Cyber 
Breach

Big Difference. Seek Guidance.



Investigate & Prepare Next Steps

Cyber

Technological

Forensic

Regulatory
Mandatory 
Reporting

Timelines

Contractual 
Obligations

Public

Brand Impact

News



Anticipate Liability

• Response

• Investigation

• Public Trust

• Restitution

• Mitigation



The Cost

Average Cost Per Cyber Breach
• Enterprise / Corporation: $1.3 M
• Small Business: $117,000

Annual Cyber Security Budget
• Government: $959 (per employee)
• Utility Companies: $1,344 (per employee)

CSOonline.com "Cyber attacks cost U.S. enterprises $1.3 million on average in 2017"



Cyber Maturity

Holistic Approach To 
Cyber Threats 

Source: KPMG, https://assets.kpmg.com/content/dam/kpmg/pdf/2014/05/cyber-security-not-just-technology.pdf



Questions & Discussion


